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. I : app, app_context, permission

. it : deny/grant/...
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policy := <action> <app> <permission> <context>
action := grant | deny | ...
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<policy action="deny” app="com.android.mms” permission="”SEND SMS” >
<uid-selector selector="strictcontains” >
<uid-context uid=""com.android.mms” pcc="*" />
<uid-context uid="com.android.mms” />
<pcc-selector selector="”contains” >

<method-sig className="com.android.mms.transaction.SmsReceiver”
methodName="beginStartingService” />
</pcc-selector>

</uid-context>
</uid-selector>
</policy>

XML Tag mig

uid-selector

Rir—MEFRZE L

uid-context

RIx—MER L T SHIRHLE

pcc-selector

RIA—MEFr BB R AL

method-sig

Vi

RIA—MEFr A BBEREUE FRYAHIE

23



Security Extensionst=iR

BPRANSET

- WPRENETETE

H

e ZZfl|— : APPRREE

S AFE?

e

|

Allows the app to send SMS messages. This

T B 5t 1F Testif 0] 1%
EREBR. RIAERABH

RVF

may result in unexpected charges.

® Once This context

Deny(4)
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public class SmsReceiverService extends Service {
public int onStartCommand(Intent intent, int flags, int startld) {

Message msg = mServiceHandler.obtainMessage();
msg.arg1 = startld;

msg.obj = intent;
mServiceHandler.sendMessage(msg);

private final class ServiceHandler extends Handler {
public void handleMessage(Message msg) {
Intent intent = (Intent)msg.obj;
if (intent I= null) {
String action = intent.getAction();

} else if (SMS_RECEIVED_ACTION.equals(action)) {
handleSmsReceived(intent, error);

}

private void handleSmsReceived(Intent intent, int error) {

SmsMessage[] msgs = Intents.getMessagesFromintent(intent);

String format = intent.getStringExtra("format");
Uri messageUri = insertMessage(this, msgs, error, format);
if (messageUri = null) {

long threadld = MessagingNotification.getSmsThreadld(this, messageUri);
MessagingNotification.blockingUpdate NewMessagel ndicator(this, threadld, false);

}
}
}
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<policy action="deny” app="com.android.mms” permission="”SEND SMS” >
<uid-selector selector="”strictcontains” >
<uid-context uid=""com.android.mms” pcc="*" />
<uid-context uid="com.android.mms” />
<pcc-selector selector="contains” >
<method-sig className="com.android.mms.transaction.SmsReceiver”
methodName="beginStartingService” />
</pcc-selector>
</uid-context>
</uid-selector>
</policy>
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