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Second Annual Study on
Exchanging Cyber Threat Intelligence:
There Has to Be a Better Way
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Figure 1. Do you believe threat intelligence
could have prevented or minimized the
consequences of the attack on your

organization?
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Incident Response Capabilities in 20163
+he 2016 SANS Incident Response Survey

What kind of threat intelligence are you using?
Please indicate what is being delivered through third parties, what is developed internally, or both.
Select only those that apply.
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Figure 10. Threat Intelligence Types
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SOC/SIEMEESMNIERMBIRRMERE | SOCREEMRMEIRFRABS/INE

The Five Characteristics of an Intelligence-

coozsasos Driven Security Operations Center
Technology Overview for Machine-Readable 2 November 2015 1D:G00271231
Threat | nte”igence Analyst(s): Oliver Rochford, Neil MacDonald
Published: 9 January 2014 .
Recommendations

Analyst(s): Craig Lawson, Rob McMillan Security leaders building or maturing a SOC must:

Adapt a mindset that is based on the assumption that they have already been compromised.
Instrument their SOC for comprehensive visibility.

Follow an intelligence-driven SOC approach with these five characteristics: use multisourced threat
intelligence strategically and tactically; use advanced analytics to operationalize security
intelligence; automate whenever feasible; adopt an adaptive security architecture; and proactively
hunt and investigate.
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Enable or add MRTI capabilities to security controls such as SIEM, NGFW and IPS if they are
available from their existing providers.

Leverage MRTI content to make "threat context’-based decisions for SIEM, NGFW and NGIPS.
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/é é] Use SIEM as the most effective tool at ingesting multiple sources of MRT! to provide maximum
1= J? advantage to give visibility to a broad range of threats.
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Level
111

HRFI R

Capabillity

N/A — Feed into
system OOB

TI tasks
Part time Tl role

Tl personfteam in

SOC/CIRT

Fusion center,

TMC/TIM (a peer to
SOC and CIRT),
custom intelligence

BEJIPNRAE

Sources
Security vendors

Security vendors, OSS,

some Tl vendors

- Tactical Tl vendors,

government, and so on

- Tactical, strategic Ti

vendor, government
community

Internal (1),

tactical/strategic Ti
vendors, community,
private, and so on

Usage and Tools

NIPS, firewall —Blocking
NIPS, SIEM — Detection

' SIEM. NFT, some ETDR

— Detection, triage

TMC/TIM platform
(SaaS?), SIEM, NFT,
ETDR — Detection,
triage, fusion

Custom TMC/TIM fusion

platform, indicator
management, reversing
lab

TGP BHER

Processes
Consumption

Aggregation

Aggregation and some

validation

Fusion, multitool usage

Fusion, creation, sharing

Gartner
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