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Threat intelligence Is evidence-based knowledge, including context, mechanisms, indicators, implications and
actionable advice, about an existing or emerging menace or hazard to assets that can be used to inform
decisions regarding the subject's response to that menace or hazard.

—MEFEENAIR , @ T7RIR, s, 15t5. RSHSEMRaTREN. RMERER 7IEn, ka2t
Z[EREBIERRIS . FRILAR @ EAETRIEXEREREE RV E FIRRL,

BRESZE
BIE 15 I=H BB |
BRESES

LWFRERFRENEZ AR SHEDRCIFARC ki



TR | NMBZBERESHEDEEFHFFO

5K 3he

ENX Cartner/SANS

b5 STIX/TAXII/Cybox/NIST
FEsS F Pz EB/1R2E/360/nosec/X-Force
Hx5d &K BIS=/PIERNBITIEINAK

LWFRERFRENEZ AR SHEDRCIFARC ki



TR | NMBZBERESHEDEEFHFFO

5K 3he

EEBAFBBIRFARENIST 800-150 Draft
HEIHSEERA :
« IP addresses and domain names
« URLs involved with attacks
- Simple Mail Transport Protocol (SMTP) headers, email addresses, subject lines, and contents of emails used in
phishing attacks
- Malware samples and artifacts
« Adversary Tactics, Techniques, and Procedures (and effectiveness)
- Response and mitigation strategies
« Exploit code
« Intrusion signatures or patterns
- Packet captures of attack traffic
« NetFlow data
« Malware analysis reports
- Campaign/actor analyses

« Disk and memory images
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