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25 Onelogin authentication bypass on WordPress sites

® Resolved (Closed)

June 6, 2016 5:54pm +0800
Uber

Authentication

$10,000

Collapse

jouko submitted a report to Uber. ,
First, I'm sorry about reporting another WordPress bug (my intention was just to check if WP-Onelogin stores any sensitive info that could be
used to attack Onelogin on your other websites).

Overview

The *.uber.com WordPress sites use OneLogin SAML-S50 instead of the normal WordPress login. The WordPress plugin shipped by OnelLogin
has a bug which allows anyone to login without a password or other authentication.

The attacker can supply a username, email adress, name, and a role. If the username doesn’t already exist in the WordPress database, then the
plugin will create a new user (if the provisioning setting is on, which it was on the two sites | tested).

It looks like in order to gain administrator privileges the attacker has to guess some information - a role name such as "administrator”, or the
email address or username of an existing administrator.

PoC

| tried this on two sites. On eng.uber.com | couldn’t guess a correct role name, user name, or email address to get administrator privileges and
therefore was able to create only a "subscriber" level account. On newsroom.uber.com the role name apparently was simply "administrator” so |
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Admin Dashboard

1 attachment:

newsroomz2.png

mandatoryuber

Yikes, that's not good - investigating this now.

mandatoryuber

Triaging, we should have a response on this later today.
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