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| Why Debian ? |



-

/

2
2

\
\I'

VAL

=

AN L/
.« XZHN
75

.« JFE

debian - 494 =




o

/

2
2

\
\I'

VAL

=

PAN L/
.« IXZHY
75

.« JFE

debian - 494 =




©

debian

Heartb leed

Fixing time: less than 30 mins
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Debian Kernel maintainers: Ben Hutchings
inux 3.2 kernel: since 2012-01-04

-requency(avg): 2 Tix a day, 2 weeks a release
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"If you are not using a stable/longterm
kernel, you machine is insecure”

— Grey Kroah—Hartman
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“Debian is doing a awesome job. So a

non—

peop
largest Linux provider. That"s a shame.

orofit organization built volunteer

e 15 doing a better job than some

— Grey Kroah—Hartman
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"Base you software on Debian, or update
your kernel on time”

— Grey Kroah—Hartman



-

/

2
S

\
\I'

VAL

=

AN L/
.« XZHN
75

.« JFE

debian - =404 =




.

l'ﬁ,"
S
)

i
N 57

c

i S <
S 7\

TAKE ACTION NOW
Oppose NSA Mass Spying!

NSA image from eff.org

Mempo image from debian.org
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Compliance?
STIG ?



Security Technical Implementation Guides (STIGS)
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CAT :[ in RHEL 6 VIR7 STIG

unsecure services: rsh, rexec, telnet, rlogin, ssh vl
secure package: check gpg key, no signature packages
data security: check insecure_ locks

weak password: ssh, system—auth



CAT :[ :[ in RHEL 6 VIR7 STIG

check owner, group owner, group member, permissions:
gshadow, passwd, shadow, group, audit, /1ib(64),
/usr/1ib(64), (default System binaries), rsyslog_1log
check firewall: ip(6)tables default policy,ipv4_forward,
enforce password: min—length, max expried day,

changing frequency



CAT :[ :[ in RHEL 6 VIR7 STIG

system authencation related:hash, uid, faillock
others: check mail systems, tuning auditd(disk_errors,
disk_full, etc), ssh lastlog, backup machanism(OS, USER,

auditd_log), enforce connection of mobile devices



CAT :[ :[:[ in RHEL 6 VIR7 STIG

separate file system for: Avar, /tmp, /var/log/audit,
/nome/$USER,

account related: PASS_WARN_AGE, pam_cracklib
(dcredit, maxrepeat, uppercase/lowercase alphabetic,

special character, difok, maxrepeat), expiration day,
INACTIVE



CAT :[ :[:[ in RHEL 6 VIR7 STIG

kernel tuning: martian packet, ICMP

auditd: attempts to alter system time, account,
network, MAC, DAC, access files, setuid/setgid, file
system mounts, files deletions, /etc/sudoers,

others: cryptographically verify package, LUKS enable,
ClientATliveInterval/ClientAliveCountMax/PermitUserknvir

onment



STIG—4—-Debian

B #Ak. https:/github.com/hardenedlinux/STIG—4-Debian
B —hRSERET[E] . 28/06/2015






Thank to:
Pax/Grsecurity Community
Debian Community
RHEL STIG
Shawn Cla.k.a "citypw"]




